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The US Army has adopted several cutting edge technologies in order to converge all of the tactical systems, whether they are sensor, intelligence, surveillance and reconnaissance (ISR), unmanned aerial vehicle (UAV) or intelligence systems, on a standard IP backbone. 

Voice over Internet Protocol over wireless (VoIPoW) networks is becoming the most popular system for mobile communication in the world. However, studies of the security of wireless VoIP networks are still in their infancy. Wireless devices are commonly used by terrorists, and it is therefore necessary for network analysts to understand which evidence can be obtained from the VoIP system after an attack has occurred. 

The increase in VoIP wireless devices provides a unique challenge for network investigators. While an attack on a wired network is investigated by tracing it back to a physical location, no physical access is required when a wireless medium is attacked. It is then harder to extract evidence in this case. 
Network forensics investigations in VoIP environments require real-time evaluation and analysis, in contrast to the traditional method used in law enforcement, in which the victim’s device is taken off-line after an attack has occurred.
This paper discusses the main challenges, technical considerations and tools associated to forensic investigations in converged networks. Our goal is to help network investigators to identify actual intrusions, collect more and better evidence, reduce analysis time, and help to stop attacks against the VoIP network. 
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