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Safety Manager – An Out of Band Model for Security in Distributed Systems 
Tom Markham
Honeywell Laboratories, 1985 Douglas Dr, Golden Valley, MN 55422, USA

Extended Abstract — Two critical and interrelated aspects of a distributed controls system (DCS) are safety and security. Safety systems provide a backstop to the primary control system in the event the primary control system fails to maintain the process in a safe state. This paper looks at safety systems as a model for changing the paradigm for security within well defined networks such as distributed control systems, aircraft and weapons systems. 

Safety Manger Overview

The function of the safety manager within a DCS is to reliably bring the process under control back to a safe state if the control system fails to maintain the process within specifications. The Honeywell Safety Manager system used with the Experion DCS is a worked example of a commercially successful Safety Manger which is logically and physically independent of the DCS. Thus the Safety Manager processor is independent of the DCS processor, the networks are independent and the valves used to control the process are also independent of the safety valves. Finally, the tools used to specify the Safety Configuration are independent of the tools used to set the process parameters within the DCS. As a result, a fault in the process control system does not compromise the integrity of the safety system. 
The Existing Security Paradigm

The paradigm used to provide security within a typical IT network and many DCS networks is to build the security in band. Typical in band security mechanisms include routers, firewalls and anti-virus software running on the very operating systems the software is trying to protect. These in band approaches to network security fail to segregate security from their core functions of data processing, communications, and fine grained security policy enforcement. This lack of segregation leads to unintended interdependencies. i.e. the requirements specification for the firewall does not explicitly specify that the packet filter function shall depend upon the integrity of the underlying OS. However, in real world implementations, the functioning of the security mechanism has a critical dependency upon the very system it is trying to secure. This has been exploited repeatedly in cases where clever attackers first go through the target operating system and disable security mechanisms (e.g., anti-virus) before executing later stages of their attack. 
This in band approach minimizes acquisition costs but it has failed to provide an adequate level of security. This is evidenced by the continual stream of security patches from vendors and the seemingly never ending string of security compromises. The fundamental flaw in the conventional in band network security paradigm is the circular logic that a device (e.g. PC or router) must be secure in order to enforce the security policy. 
A New Security Paradigm

The Safety Manager is functionally and physically outside of the distributed control system. Bringing this model into security for distributed control system networks represents a paradigm shift.  The result is out of band security. This out of band security uses independent resources to continue to maintain the network (the process) in a secure state even if the in band mechanisms (routers, PC operating systems, etc.) are compromised. There are multiple ways this concept could be implemented. Examples to be considered include co-processors, utilizing an isolated core of a multi-core processor and separate physical devices inserted at critical points in the data processing system.  Likewise the management model could be one of stand alone entities, distributed entities which establish peer to peer relationships or a centralized client/server model. 
Discussion

The safety manager concept works well for a process such as an oil refinery. The workshop forum will be used to discuss a set of questions including: 

· What type of security models need to be created to model the security and availability vof a data process? 

· How to adapt the Safety Manager to a set of links and nodes processing data? 
· What mechanism is required to bring a data process back to a secure state if the primary control system (routers, operating systems, etc.) fail?
· Will out of band security devices/mechanisms be cost effective if they were produced on a commercial scale? 
This talk will expound upon:

· The design and operation of the Safety Manager in a distributed control system

· The research questions to be answered in order to support assessment of the viability of the concept. –Go as far as you can see; when you get there you'll be able to see farther. - Thomas Carlyle











































