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ABSTRACT: 

Many challenges in Computer Network Defense (CND) result in Cross-Cutting Research Issues (CCRIs) in Network Science (NS) for the U.S. Army and its partners in academia and industry. One research issue with broad relevance concerns the triad of {timely information delivery, cognition, decision making} (ICD) and how this relates to CND and to command and control in other emergency operations.

The interaction and interdependencies of the ICD elements is a complex relationship of humans and information. Reaching a decision and taking action depends on successes in timely delivery of information and cognition, which individually and in combination affect the decision-action outcome. Interestingly, instances of the ICD triad are usually nested, exhibiting a self-similarity behavior hinting at fractal geometry, and acting to magnify through propagation the effects of lesser ICD events.
NS is a converged perspective of the information, social, and cognitive domains needed to better understand and use complex networks, while CCRIs together constitute a core component for the conduct of NS research, requiring a joint collaborative approach by multidisciplinary researchers to make fundamental advances in NS. For the U.S. Army, CND research is a near-term, high-priority area of NS needed to maintain technological superiority in a war that rages in the topology of cyber space.
In addition to giving some background to CND in areas of intrusion detection and incident management, as well as lightly discussing the cognitive aspects of the ICD triad, this paper more deeply addresses the seemingly intractable problem of timely delivery of information from an information technology perspective.

