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Mapping forensic evidence as a science of networks is a new area. A snapshot of an event of interest is static in nature and the pieces gradually map together like a jigsaw into a network as relationships are established and measured. The ‘crime scene’ is the environment within which the network exists and its boundary is the border of the case under study. Numerous ‘crime scenes’ can link together and thus suspects of one crime can also be linked to other crimes.

Nodes within the network are either a subject (person) or object (an evidence item) and are represented by a noun. Each node contains attributes which make it unique. Links are represented by verbs describing associations between two nodes within the investigation environment. For a link to exist, an attribute in one node must directly link with an attribute of another node. A link is a connection between attribute of a particular subject or object and attribute of another object or subject. Links are categorized into Newton’s sevenfold colors, each color carrying a weighting formulated by the subjective view of the stakeholder.

Although this technique of mapping can be applied to any type of crime or event, this paper presents an example of a forensic investigation of a hypothetical information warfare incident and develops a high level network map of the case. As electronic technology and communications are increasingly becoming part of today’s military environment some aspect of digital evidence will find its way into the investigation of most case. 
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